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QUESTION NO: 1

DA YLALY RRA > ~E, Cisco SD-

Access7—F T U F Y DHTDBICED KD ICBBEENETAH ?

AT7F77UYOTIvY /—RiIE, APHSOCAPPWAPX Y =2V JICETVWTHTDBE E
MLET
BHLWISATURNDAVYLARY ND—VILERTRE, 777 Y JWLCAHTDB
ZEHLET

CIRR/—RRBRRAICIY RRA N EERL, RICHTDBZEHMLET

D.777 VY JAPRK., V547> NOEDSKTRLOCTHTDBEEFH L £7

Answer: B

Explanation:

Wireless endpoints in Cisco SD-Access are registered through the fabric wireless integration
process, and the fabric WLC is the component that updates endpoint information as clients
join the wireless network. The Host Tracking Database stores endpoint identifier and location
information used by the SD-Access control plane.

For wired endpoints, the fabric edge detects the endpoint and registers the binding. For
wireless endpoints, the fabric WLC is integrated with the fabric and has the client session
context, so it provides the endpoint information needed for HTDB updates. Border nodes do
not first register ordinary wireless endpoints; their role is to connect the fabric to external
networks and other domains. Fabric APs also do not own the complete EID-to-RLOC
registration function in the way the controller does. The design implication is that fabric
wireless requires correct WLC integration with Cisco Catalyst Center, fabric site
configuration, control-plane reachability, and policy integration through Cisco ISE. Client
registration, mobility, and policy enforcement depend on this controller-to-fabric relationship
being stable. Reference topics: SD-Access wireless, fabric WLC, Host Tracking Database,
endpoint registration, LISP control plane.

QUESTION NO: 2

I ZT7. IPv6ZBEFDIPV4IS-

ISEY RNTJ—UTRITTEDRSICTRHRZEKL TVET,

IPva&IPved M AROPEEEIC—HL, IV TFRAVE—TJIM(AZ 07O
EICEAUL—B—LARIIZEATDEZFABELTVET, EDIS-ISHANBETINL ?
ABBHEZEMICLAVWE—KNROD

BEBHBAENEMC K >TLWAE—K~ROD
CEBBENfrBMIE>TVWAIILFNROD
D.EBHMEZEMCLAVWTIILF NROD

Answer: B

Explanation:

Single-topology 1S-IS with the transition feature is the correct design when IPv6 is being
added to an existing IPv4 IS-IS network and both topologies must match exactly. In single-
topology mode, I1S-IS calculates one topology and uses it for both IPv4 and IPv6, which fits
the requirement that the IPv4 and IPv6 paths and router levels remain the same on each
interface. Cisco documentation notes that single-topology IS-IS IPv6 requires routers to run
the same set of address families for adjacency consistency; during migration, transition
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support allows the network to operate while IPv6 is introduced gradually. Multi-topology IS-I1S
is used when IPv4 and IPv6 should be allowed to follow different topologies or when not all
routers support the same address families. The question explicitly says the topologies will
match exactly, so multi-topology is unnecessary. Single topology without the transition
feature is risky during phased migration because routers that do not yet run both address
families may fail adjacency checks or create blackholing. Reference topics:

IS-IS for IPv6, single-topology IS-IS, transition mode, address-family consistency, |IPv6
migration.

QUESTION NO: 3

ENAIILY—ERZ7ONAA— TAL &, ISP "By DIPRY ND—ONY OR—2E2EEN
ZUAR—RNELT, 5GHR—NZHBIBDFETT, @FENF 71V IVREXREED
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ZREITDHEE. ChSDEHEFBLITQSEFILEENTTA?

A. IntServEF I Z AL 1260 T AQoSH; k%

B. DiffServE 7 )L & B\ 287 T AQoSHj ik

C. IntServEF I &2 AV 1295 AQoSHi B

D. DiffServET* )L &2 A\ 1240 5 AQoSEi kg

Answer: D

Explanation:

The correct model is a 4-class QoS strategy with DiffServ. The traffic classes listed in the
question are explicitly DiffServ per-hop behaviors: Expedited Forwarding for conversational
traffic, Assured Forwarding class 2 for streaming, and Assured Forwarding class 3 for web or
interactive traffic. Cisco QoS guidance uses DiffServ to classify and mark traffic with DSCP
values, then apply per-hop behavior at each node along the path. This gives scalable end-to-
end treatment across a provider backbone without maintaining per-flow reservations. The
four service treatments implied are conversational, streaming, interactive/web, and
background or best effort, which matches the stated service categories without unnecessary
class expansion.

IntServ is not appropriate for an ISP backbone because it uses RSVP-style per-flow signaling
and state, which scales poorly compared with DiffServ PHB handling. The 8-class and 12-
class options add complexity beyond the stated mappings. Reference topics: DiffServ,
DSCP, EF, AF2, AF3, per-hop behavior, provider QoS design.

QUESTION NO: 4

gRPC IR EDLSBEFIUT 1 HEEZREHELETTH?

A.RSA 208 BB HEBILICKRDREBY—/N— IVTATVNER I RIDRE
B.AES $ KT RSA 7O RN ZERA L IzfRIFT— X DEFIE S

C.CRCFI VY IRNEDRCET—RLARIESILEEMICTS

D.TLSZEFEALLERY RD—IOFNAAEHBE AT LBOREBBEFZTR—K
Answer: D

Explanation:

gRPC provides secure communication between network devices and control systems by
supporting TLS. In Cisco programmability and model-driven telemetry designs, gRPC is
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commonly used as a high-performance remote procedure call framework that carries
structured data encoded with Protocol Buffers. Security is provided through TLS so that the
client and server can authenticate and protect the session in transit. The question asks for
security functionality, so TLS support is the correct selection. The other options describe
incorrect or misleading cryptographic behavior. gRPC does not implement generic RSA
tunnel encryption as described in option A, and it does not provide mandatory encryption of
data at rest. RC6 with CRC is not the security model used for Cisco gRPC telemetry or
programmability. In a secure management design, gRPC should be deployed with
certificates, TLS verification, controlled access lists, and appropriate AAA integration so only
authorized collectors or controllers can communicate with infrastructure devices.

Reference topics: gRPC, TLS, model-driven telemetry, Protocol Buffers, secure automation
transport.

QUESTION NO: 5

SD-

Access7—FTUVFYREOT A —LAXRY ND—DVZFBETIRIC, TVSZTRRED
EHEERINETLLESD?
ATUoHA—LAZY ND—U Tk CEF ZEMICTIRENHYET,
BIVRRAVRNITUIE—LAFRYRND—DILEDRIBENHNET,

C.
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D.XY NID—UFNA ABTIPERERILITDICE, -T2 77O ERET DN
ENHYERT,

Answer: D

Explanation:

The SD-Access underlay must run a routing protocol to establish IP connectivity between
infrastructure devices. Cisco SD-Access uses a routed underlay to provide basic reachability
among fabric edge nodes, border nodes, control-plane nodes, and intermediate nodes. Cisco
design documentation states that all network elements in the fabric underlay must have IP
connectivity through routing. Catalyst Center LAN Automation commonly deploys IS-IS for
this purpose, although the underlay can be built manually with another supported routing
design. The user endpoints and client subnets are not part of the underlay; they belong to the
overlay, where fabric services, segmentation, and policy are applied. CEF should not be
disabled, because efficient IP forwarding is necessary for the routed underlay. Two or more
switches are not required merely to avoid spanning-tree loops; the SD-Access underlay is
normally Layer 3 routed and avoids large Layer 2 loop domains. Reference topics: Cisco SD-
Access underlay, routed access, LAN Automation, IS-IS, fabric node reachability.

QUESTION NO: 6

XYRND—=DIDZTR, NIFF¥Ab

ANV—=—LOART—T7 1427 %BIEL, WERABFEHEBORNAZRIATEIIILFF Y AN
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A. PIM-SSM

B. IGMPv3

C. IGMPv2

D. PIM-SM

E.MSDP

Answer: AB

Explanation:

PIM-SSM with IGMPV3 is the correct multicast design. Source-Specific Multicast requires
receivers to identify both the multicast group and the permitted source, normally through
IGMPv3 membership reports.

That source-specific join model prevents unauthorized or spoofed sources from injecting
traffic into the group because receivers do not simply accept traffic from any source for a
group address. It also improves bandwidth efficiency because the network builds forwarding
state only for the requested source and group pair, without requiring shared trees or
rendezvous point discovery. PIM-SM with MSDP can interconnect multicast domains, but it is
built around Any-Source Multicast behavior and does not provide the same source- specific
anti-spoofing property. IGMPv2 cannot signal source-specific joins, which is why IGMPV3 is
required for SSM. Since the network may merge with another multicast domain later, SSM
also reduces integration complexity by avoiding RP and MSDP dependencies. Therefore,
PIM-SSM and IGMPv3 meet both the security and efficiency requirements. Reference topics:
PIM-SSM, IGMPv3, source-specific joins, multicast security, bandwidth efficiency.

QUESTION NO: 7

HEBE. 200ERBZBEZATAILNILFF Y AN ZERBATS L ZFEALTVET, &
5OYV)1—230TlR, RPIFROZEZTADEDSICTIHLENHYET,
*RXAADTOTATBYI—AERRTS

“ORPE DEHKICERELDINL—T1 I EREFEATS

*TIN—=TICSMLTVWBRY —RZREKTS
CNSOEH#ZHR—KTBVYI1I—232R@FENTITH?

A.MSDP

B.SSM

C.PIM-SM

D.PIM-DM

Answer: A

Explanation:

MSDRP is the correct solution for multicast across different autonomous systems when RPs
must discover active sources outside their local domain. In PIM Sparse Mode, each multicast
domain can have its own rendezvous point. Without a mechanism to exchange source
information, receivers in one domain may not know about active sources registered with an
RP in another domain. Multicast Source Discovery Protocol solves that problem by allowing
RPs to establish peer relationships and exchange Source-Active information.

Cisco multicast design uses MSDP with PIM-SM when separate domains need to share
multicast source reachability while relying on the unicast routing table for connectivity
between RPs. SSM does not use an RP and depends on receivers joining a specific source
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and group. PIM-SM by itself works inside a domain but does not provide interdomain source
discovery between RPs. PIM-DM is flood-and-prune and is not suitable for this sparse,
interdomain design. Therefore, the organization should deploy MSDP between the RP
devices or RP domains. Reference topics: MSDP, PIM-SM, interdomain multicast, Source-
Active messages, RP-to- RP source discovery.

QUESTION NO: 8

Switch A

Viang 1, 150-148,
10021005

BTRMESR HEEID 4449300 BEHICHEITZI I OZT

959 A4 Y FDO STP AT—ZEUT1Z5EL T, TN STP
WER—NORAYR—NMEZTE>TWAEZBABLTVERINI? A/ YFA
TTPIOTATBREBEAVE—TIAAOKEV<S DOTIAH?

A.4

B. 307

C. 202

D. 100

Answer: C

Explanation:

The active logical interface count for Switch A is 202 based on the spanning-tree scalability
method used for logical ports. In STP design, a logical port is counted per active VLAN
instance on each active trunk or access interface. A trunk carrying multiple VLANs therefore
consumes multiple logical STP ports, while an access link normally consumes one logical
STP port for its VLAN. Cisco campus design guidance uses logical-port counts to ensure that
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the selected STP mode and platform stay within supported scalability limits. The calculation
in the exhibit produces 202 active logical interfaces for Switch A, not simply the number of
physical links. Answer A counts only physical interfaces and ignores VLAN instances.
Answer D is too low because it does not account for all active VLANs across the relevant
links. Answer B overstates the count by including VLANSs or links that are not active for
Switch A. Reference topics: STP scalability, logical ports, VLAN instances, trunk design,
Layer 2 campus sizing.

QUESTION NO: 9
BRrmeZRLTSEEL,
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BHONAGINYOTYTERBEE N, ISP-1

ANODNADN AT L TVWBDBERICOKFERIZIMLEN HYVET, T TIRENDY ) 1—
JAVERBRTDMLEN DY EITH?

A. R1:

-ISPCIEEZENS )L —B: Ox AS/NAD EFEIZIED
-ISP-1A S5 ZELEIL— N HGHO—AIILBEE

-R2ICT RNBRAREn)—h: T3kl
-R2ASEEFELEIL—K X1 -7 1NO-EXPORT

R2:

-ISP-2:5x AS/INADEHICIEEFE D I—K
-ISP2A S8 ZFELEIL— M. LOWA—AIILEEE
-R1ICEEENBI)I—K: 01”57 1 NO-ADVERTISE
-RIASEFELENL—-—NTFTOa2EL

B. R1:

-ISP-UCEEENBDIL— N 0x AS/NAD KFRICIE AN
-ISP-1A S ZEFELEIL— N HIGHO—AHIILEXE

-R2ICT RNBZAXENBI)—b: 00X 1757 41 NO-EXPORT
-R2ZASEZBFELENL—NTOaREL

R2:

-ISP2ICEEE B )L— b 5x AS/NA®D S FEIE I
-ISP2A 5 ZELEIL—N LOWO—AHIILELE

-RUCT RNZRAREnEI)—k: T3 il
-RIASEFELEL-—NTFTOa2EL

C. R1:

-ISP-1UUCEEE B )L— N 0x AS/NAD FEFRICIE AN
-ISP-1ASZELEIL—N LOWO—HIILELE

-R2ICT7 RNBZAX&ENnB)—h: IX 17 1 NO-ADVERTISE
-R2ASERFELENL—NTFTOaRL

R2:

-ISP2ICREE B )L— N 5x AS/NAD S FEIE I
-ISP2A 5 ZELE)— M HIGHO—AHIILELE

-RICT RNZAXE NI —NTo2aril
-RIASEEFELEIL—K OX 1”57 1 NO-ADVERTISE

D. R1:

-ISP1ICEEE B )L— b 5x AS/NA®D S FEIE I
-ISP-1ASZEEFELEIL—M LOWOA—AIILEEE

-R2ICT RNZAXENB)—h: 021757 14 NO-ADVERTISE
-R2ZASEREFELENL—NTFTOaVBL

R2:

-ISP2ICEEFENB)L—BM: 0x AS/NAD EFEIZIED
-ISP2A 5 ZELEI— M HIGHO—AHIILELRE

-RICT RNBZAXEND)—b: X1 -7 41NO-EXPORT
-R1IASEFELEIL—NTO>3aiEL

Answer: B

Explanation:
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The best design is the option that prefers ISP-1 for both outbound and inbound traffic while
keeping ISP-2 available as a backup. For outbound traffic from the enterprise, local
preference is the correct BGP attribute because it is evaluated inside the local AS and higher
local preference wins. R1 should assign a high local preference to routes learned from ISP-1,
while R2 should assign a low local preference to routes learned from ISP-2. For inbound
traffic from the Internet toward the enterprise, AS-path prepending is the practical signal sent
to external networks. Advertising routes to ISP-1 with no prepending and routes to ISP-2 with
five prepends makes the ISP-1 path look shorter and therefore more attractive. The R1-to-R2
internal advertisements should not be blocked by NO-ADVERTISE because each edge
router must still share reachability internally for failover. Option B matches these controls
without unnecessarily suppressing routes between the edge routers. Reference topics: BGP
local preference, AS-path prepending, active/backup Internet design, inbound and outbound
path control.

QUESTION NO: 10

I2ZF7R, Y—ERAZ7AONA X —EOFT1ITIIBGPET VIV 1—->3 2 O %=
BIELTVET, RFTBRROFHZREILBENHET,

W—R—k, YTXY NIRAIHI 24K Y REVWTL T4V IORZZEBLEE A,
NW—B—@F., NRVOREOKIZETVWT, L—TFT120I7—TIICEDBI—NERE
LET,

N—2—k, T—EATONAM T —OBRICEREL, COBRZITVET,
IVOZTFREDYDI—2IVERFICEORIXENHYVETH?
AIL—KNIVTETOERAVANEFERALTENOZXRY ND—o2&27OY UL, JL—hXV
T4\ ROBGPRAN—IZEALET,
BIL—KIYTETLTAYIRAVARNZFEALTEANORY ND—0270OY UL, J—
N Y7 ZBGPERAN—OFTIRNDY RIZEALET,
CIPZL74YORAVANZEALTENORY ND—2%270Y YL, IPFLT74Y IR
JARNEBGPRAN—OT RNV RIZERALET,
D.PFTL74YvORVARNZFERLTENORY ND—2%270O0Y 9L, IPFL74YO0R
DARNZEAZINDY ROBGPRAN—ICERALET,

Answer: D

Explanation:

An inbound IP prefix list is the correct tool because the routers must decide which prefixes to
accept from the service provider based only on prefix length. Prefix lists are designed to
match network prefixes and mask- length ranges using operators such as le and ge. Applying
the prefix list inbound to the BGP neighbors prevents routes with masks longer than /24 from
entering the local BGP table, regardless of what the service provider advertises. This
conserves memory and ensures the customer routing policy is enforced locally. An access
list is a poor fit because it does not natively express prefix-length logic as cleanly as a prefix
list.

Applying the policy outbound would filter routes the customer sends to the provider, which is
the wrong direction; the requirement is about routes the customer learns. A route map could
reference a prefix list, but the simplest and most exact answer is to use an IP prefix list
inbound. Therefore, the design should apply an inbound prefix list to both BGP peers to block
prefixes greater than /24. Reference topics: BGP route filtering, prefix lists, inbound policy,
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maximum accepted prefix length.

QUESTION NO: 11

IVPZTR, BEODARMYFEVIANZBUABEBL AV 2RX AV 2R TIHEN
HYUET, IV TOEBZHERFXDEHYTT,
*FRTOVIDOFERENRNICHNAETS

LAY =2)—TZEETS

*ZAAYFDCPUEXTFEIANDEEZHR/PRICHAET

IVPZT7REDTV /O —2RFAICEDIBENBYETH?

A. PVST+

B. Rapid PVST+

C. MST

D.RSTP

Answer: C

Explanation:

Multiple Spanning Tree is the correct technology for a large Layer 2 domain with hundreds of
switches and VLANs when the goals are efficient link use, loop prevention, and low CPU and
memory impact. MST maps multiple VLANSs into a smaller number of spanning-tree
instances, allowing the designer to load-balance groups of VLANSs across alternate paths
without running a separate STP instance for every VLAN. Cisco Rapid PVST+ improves
convergence compared with classic STP, but it maintains a separate instance per VLAN,
which becomes costly at scale. PVST+ has similar per-VLAN scaling concerns and slower
convergence behavior than rapid variants. Plain RSTP improves convergence but does not
provide the same VLAN-to-instance mapping flexibility for hundreds of VLANs. MST is
standards-based and particularly useful in multivendor environments where VLAN grouping
and predictable root placement are required. The design should define MST regions
consistently, map VLANSs deliberately to instances, place roots near the Layer 3 gateway,
and keep the number of instances small enough to protect supervisor CPU and memory.
Reference topics: MST, RSTP, Rapid PVST+, VLAN-to-instance mapping, Layer 2 scalability

QUESTION NO: 12

VEdge)l—Z—DTRUEN BT TVRHEE, EOFHRPAYR—REhETH?
A.HSRP

B.OMP

C.GLBP

D.VRRP

Answer: D

Explanation:

When Cisco SD-WAN edge router redundancy is designed, VRRP is the supported first-hop
redundancy protocol in the SD-WAN edge context. VRRP provides a virtual default gateway
for LAN-side devices, allowing one WAN Edge router to act as the active gateway while
another can take over if the active router or tracked condition fails. Cisco SD-WAN designs
use VRRP with tracking and policy alignment so branch LAN traffic can fail over to the
appropriate edge router while the SD-WAN overlay handles transport and tunnel selection.
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HSRP and GLBP are traditional campus first-hop redundancy protocols, but they are not the
supported FHRP answer for vEdge router redundancy in this design context. OMP is the SD-
WAN control- plane routing protocol used between WAN Edge routers and vSmart controllers;
it is not a first-hop redundancy protocol for LAN hosts. Therefore, the correct FHRP for vEdge
router redundancy is VRRP. The design should also ensure that VRRP priorities, tracking,
and SD-WAN routing preferences align so traffic exits the intended edge during normal and
failure conditions.

QUESTION NO: 13
SD-WAN IV 2 )L—R—TREDF1—ATBENERAENEITH?
A. FIFO

B. LLQ+WFQ

C. 1P-4Q-2T

D. B%E

Answer: B

Explanation:

Cisco SD-WAN edge routers use a queuing model based on LLQ and WFQ concepts. Low
Latency Queuing provides strict priority treatment for delay-sensitive traffic such as voice and
real-time media, while Weighted Fair Queuing gives proportional service to other traffic
classes based on bandwidth allocation. This combination aligns with SD-WAN requirements
where business-critical and real-time traffic must be protected without starving normal data
applications. FIFO is not appropriate for a multi-class WAN design because it does not
distinguish application priority during congestion. A pure priority queue would risk starving
lower-priority traffic if it were not controlled by policing or bandwidth limits. Hardware-specific
campus queuing models such as 1P-4Q-2T describe certain switch egress queue structures,
not the generic SD- WAN edge queuing architecture. In a professional SD-WAN QoS design,
traffic is classified, marked, mapped to forwarding classes, and then scheduled using priority
and weighted queues according to business intent. Reference topics: Cisco SD-WAN QoS,
LLQ, WFQ, forwarding classes, application-aware WAN policy.

QUESTION NO: 14

Cisco SD-Access 7—F T I9F ¥ DA —/N—L A4 XY RT—JICEAL T, EEITNXE 2
D2ORKATTA?

(2DBIRLTLKEZL, )

AXA7O0d XT3 Il RERY ND—VZFERAIBZIMEN BDYVET

B.SGT kT —ZR7L—20OaBERAVOEIX O T—2aVICERTIHEN HYET
CHREXYRND—VRGT—ERTL—C00BI_OXMEATEIHENHVYET

D.

IP7 RLAZEHNTDEHIC, BEBDF—N—LAFYRNI—VBTEETSIPPRLA%Z
FERTIHEN HYVET,

EERAOERLDLD, BBD2F—N—LAXYKND—JETOIP
TPRLAOCDEERFETBNETT,

Answer: C E

Explanation:
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The correct overlay considerations are that virtual networks provide data-plane isolation and
that overlapping IP addresses should be avoided for operational simplicity. In Cisco SD-
Access, virtual networks are used for macro segmentation and are commonly mapped to
VRFs. This separates routing and forwarding tables between major groups such as corporate
users, guests, IoT, and shared services. Security Group Tags provide finer policy control and
microsegmentation, but they are not the primary mechanism for data-plane isolation between
virtual networks. The phrase "virtual networks should be used for microsegmentation" is
therefore inaccurate; microsegmentation is SGT and SGACL driven. Although overlapping IP
addresses can technically exist in separate VRF-like contexts, Cisco design practice
discourages unnecessary overlap because it complicates troubleshooting, service insertion,
external connectivity, and inter-VN communication. A clean overlay address plan improves
operations and reduces policy ambiguity. Reference topics: SD-Access overlay design,
virtual networks, macro segmentation, SGTs, microsegmentation, overlapping IP avoidance.
This also simplifies day-two operations.

QUESTION NO: 15
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Answer: C

Explanation:

Hierarchical QoS with a parent shaping policy is the correct solution for a 1 Gbps physical
handoff where the contracted provider rate is only 50 Mbps. The customer router can
transmit at the physical interface speed, but the provider policer or service edge expects
traffic to remain within the committed information rate. Without shaping, bursts leave the
customer router at 1 Gbps and can be dropped by the provider, which is especially damaging
to voice traffic because drops and jitter create choppy audio. Cisco QoS design commonly
uses a parent shaper set to the provider CIR and then applies child queuing policies under
that shaped rate. This allows voice and other critical classes to be prioritized before packets
are transmitted into the constrained service. A parent policing policy would drop or mark
excess traffic locally rather than smoothing bursts.

Reducing physical bandwidth is not normally possible on a provider Ethernet handoff, and the
interface bandwidth statement changes routing/QoS reference values but does not enforce
the CIR. Therefore, parent shaping is required. Reference topics: hierarchical QoS, traffic
shaping, CIR, LLQ, WAN edge QoS.
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Answer: D

Explanation:

Cisco I1S-IS supports Level 1, Level 2, and Level 1/Level 2 operation, and the design should
restrict each link to the level it actually needs. Cisco documentation for the isis circuit-type
command states that it "configures the type of adjacency that is required for neighbors on the
specified interface." In this case, the router is configured as L1/L2 and has both L1 and L2
neighbors, which causes unnecessary LSP flooding, SPF processing, and database
maintenance on links that may not need both levels. Making the entire router only L1 or only
L2 would be too blunt, because the router may legitimately need to participate in both
domains on different interfaces. Making the router a DIS also does not solve the underlying
issue; it only controls designated intermediate system behavior on broadcast networks. The
best optimization is to configure each interface with the correct circuit type, such as level-1
for intra-area links and level-2-only for backbone links.

This reduces control-plane load while preserving the intended two-level hierarchy.
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Answer: C E

Explanation:

The correct IS-IS design combines tuned SPF/PRC behavior with a proper Level 1 and Level
2 hierarchy.

Reducing SPF and PRC intervals, within platform and stability limits, helps routers react more
quickly to topology changes after a link failure. However, fast timers alone are not enough;
the hierarchy must contain instability so physical link flaps in the access layer have limited
impact on the rest of the network. Access routers should form Level 1 adjacencies inside
their local area, while aggregation routers should operate as Level 1/Level 2 routers to
connect the access area to the Level 2 backbone. This design gives access routers a simple
local view and uses aggregation as the interarea boundary. Running all access and
aggregation routers as L1/L2 across the network increases the size of the backbone and
exposes more routers to wider flooding, which is the opposite of the requirement.
Redistributing Internet routes into Level 1 is also poor design because it bloats the access
area. Therefore, the right choices are C and E. Reference topics: I1S-IS hierarchy, L1/L2
design, SPF and PRC tuning, access-layer convergence, fault containment.

QUESTION NO: 18
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Answer: D

Explanation:

Dual stack is the correct IPv6 migration strategy because the existing infrastructure already
supports IPv6, the company wants low operational overhead, and applications should
migrate naturally using DNS. Cisco describes dual stack as running IPv4 and IPv6
simultaneously on the same infrastructure, allowing hosts and applications to use either
protocol during the migration period. It does not require additional tunneling equipment,
avoids encapsulation overhead, supports native IPv6 multicast, and allows application
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preference to follow DNS responses. ISATAP and manual tunnels introduce overlay
complexity and are primarily transition mechanisms for connecting IPv6 islands over IPv4
infrastructure. A service block model may be useful for specific service insertion, but it does
not provide a whole-network migration strategy. Since every current infrastructure device
supports IPv6, the cleanest and most operationally straightforward model is to enable IPv6
alongside IPv4 and migrate services gradually. Reference topics: IPv6 migration, dual-stack
deployment, DNS-based protocol selection, native IPv6 multicast, transition strategy design.
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Answer: B

Explanation:

The branch router should advertise the local LAN with the EIGRP network command and
make the LAN- facing interface passive. A passive interface allows the connected network to
be included in EIGRP advertisements while suppressing EIGRP hello packets and neighbor
formation on that interface. This is exactly what the engineer needs: remote EIGRP
neighbors learn the LAN subnet, but unnecessary multicast EIGRP messages are not sent
onto the user LAN where no EIGRP neighbors should exist. Replacing EIGRP with a static
default route would not meet the requirement to advertise the local LAN through EIGRP.
Redistributing connected routes can work, but it is less clean for a simple LAN interface and
can introduce external-route behavior or policy complexity. Advertising the subnet as a stub
network does not suppress multicast hellos on the LAN interface by itself. Cisco design best
practice is to use passive interfaces on LAN- facing interfaces that should be advertised but
should not form routing adjacencies. Reference topics: EIGRP passive interface, network
statements, branch routing, unnecessary neighbor prevention, multicast control traffic.

QUESTION NO: 20
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Answer: D E

Explanation:
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When eBGP neighbors share the same autonomous system number, normal BGP loop-
prevention behavior can block route acceptance because the receiving router sees its own
AS in the AS_PATH. Two BGP features address this design condition. The allow-as-in
feature permits a BGP router to accept routes even when its own AS appears in the
AS_PATH a configured number of times. This is often used in dual-homed or migration
designs where the same customer AS appears at multiple sites. The as-override feature is
typically used by a provider edge router to replace the customer AS in the AS_PATH with the
provider AS before advertising the route to another customer site that uses the same AS.
Together, these features allow successful route exchange in same-AS eBGP scenarios while
preserving loop-prevention intent through controlled policy. Advertise-best-external influences
advertisement of best external paths and does not solve same-AS rejection. Bestpath as-
path ignore affects path selection, not route acceptance. Client-to-client reflection is an iBGP
route-reflector behavior, not an eBGP same-AS solution.

QUESTION NO: 21
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Answer: B

Explanation:

DiffServ is the correct scalable QoS architecture for classifying traffic according to business
requirements and using DSCP values as the priority descriptor. Cisco QoS design
distinguishes DiffServ from IntServ. IntServ uses per-flow signaling with RSVP and can
reserve resources, but that model is not operationally scalable across large enterprise
networks. DiffServ is class-based. Traffic is classified and marked at the network edge, then
each device applies per-hop behavior to those classes using local QoS policy. DSCP
provides a six-bit field in the IP header, which supports more than ten classification values
and allows standardized treatment classes such as EF, AF, class selector, and default. Best
effort provides no differentiated treatment, and RSVP is a signaling mechanism associated
with IntServ rather than the requested scalable class-based architecture.

"Interserv" is not the correct Cisco QoS model term. Therefore, the engineer should design
around DiffServ, with a clear trust boundary, marking policy, queuing model, and consistent
treatment across WAN and campus boundaries. Reference topics: DiffServ, DSCP, per-hop
behavior, class-based QoS, scalable QoS architecture.
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Answer: D

Explanation:

NETCONF supports XML, while RESTCONF supports both XML and JSON. Cisco
programmability documentation describes NETCONF as an XML-based protocol that
exchanges RPC requests and replies such as get, get-config, and edit-config using XML
encoding. NETCONF is tightly aligned with YANG- modeled data, but the protocol message
format itself is XML. RESTCONF exposes YANG-modeled data through an HTTP or HTTPS
API and can represent payloads in XML or JSON. Cisco DevNet material commonly
summarizes the comparison as NETCONF equals XML, while RESTCONF equals XML or
JSON. That is why option D is accurate. Option A is wrong because NETCONF does not use
JSON in the same way RESTCONF does. Option B is incomplete because RESTCONF is
not limited to JSON. Option C reverses the protocol encodings. This distinction matters in
automation design because tool selection, content type, parsing, and API workflows differ by
protocol. Reference topics: NETCONF, RESTCONF, YANG, XML encoding, JSON encoding,
model-driven programmability.
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Answer: A

Explanation:

The correct policy is to prepend the AS path on the nonpreferred advertisement for each
prefix. For inbound BGP traffic engineering, the enterprise normally influences remote
autonomous systems by changing attributes that those systems see when selecting a path.
AS-path prepending makes a route appear less attractive by adding repeated instances of
the local AS number to the AS path. In this design, network 10.1.1.0

/24 should enter through R3-R1, so R2 must advertise that prefix with a prepended AS path
to make the R4- R2 path less preferred unless the primary path fails. Conversely, network
10.1.2.0/24 should enter through R4- R2, so R1 must advertise that prefix with prepending to
make the R3-R1 path less preferred. This creates inbound load sharing while preserving
failover because the prepended route remains available as a backup.

Local preference affects outbound path selection inside the local AS, not inbound selection
by the provider.

Reference topics: BGP traffic engineering, AS-path prepending, inbound path control, prefix-
specific policy, multihomed WAN design.
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Answer: D

Explanation:

Graceful restart is the correct high-availability design when the routing process on an
intermediate OSPF router must undergo maintenance while the data plane remains available.
Cisco describes graceful restart as a mechanism that allows a restarting router to continue
forwarding traffic while neighbors temporarily preserve adjacency and route information. In
OSPF, helper-capable neighbors assist the restarting router by maintaining forwarding state
during the restart interval, preventing unnecessary route withdrawal and reconvergence. BFD
is a failure-detection mechanism, so it would actually accelerate detection of a failure rather
than preserve the forwarding path during planned process maintenance. Nonstop forwarding
must be enabled on the device performing the control-plane restart and supported by
neighbors, but the broad answer choice that captures the required routing-protocol behavior
across the design is graceful restart on the participating routers. Configuring it only on R1
and R3 or only on R3 would not support the R2 process maintenance scenario. Reference
topics: OSPF graceful restart, NSF, helper mode, control-plane maintenance, data-plane
availability.
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Answer: A

Explanation:

MSDP is required because the design connects separate PIM-SM multicast domains and
needs multicast source discovery across domain boundaries. In each autonomous system,
receivers join a multicast group through the local rendezvous point. Without MSDP, an RP in
one domain does not automatically learn about active sources registered to an RP in another
domain. MSDP allows RPs to exchange Source-Active information so that receivers in
AS65773 can learn about VoD sources in AS5373 and build the required multicast forwarding
state. Auto-RP and BSR are mechanisms for discovering or advertising rendezvous point
information inside a PIM domain; they do not solve interdomain source discovery between
separate multicast domains. PIM SSM can work for source-specific applications, but the
question states that R2 has been selected as RP, which indicates an ASM/PIM-SM design.
With BGP already established between offices, MSDP complements the interdomain routing
design by exchanging multicast source reachability information.

Reference topics: MSDP, PIM-SM, interdomain multicast, Source-Active messages,
rendezvous point resilience.

QUESTION NO: 26
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Answer: A

Explanation:

Dual stack is the migration topology that supports IPv6 while preserving existing IPv4
services during the transition. In a dual-stack design, hosts and network devices run IPv4 and
IPv6 in parallel, allowing applications and services to move gradually from IPv4 to IPv6
without forcing an immediate cutover. That matches the customer's plan: keep the current
IPv4 topology and services, introduce IPv6 connectivity, migrate services, and eventually
decommission the IPv4 topology. 6VPE is used to carry IPv6 VPN routes across an MPLS
IPv4 provider core, which is a service-provider VPN use case rather than a general
enterprise migration topology. 6to4 is an automatic tunneling mechanism and is not
appropriate as a stable enterprise migration plan. NAT64 enables IPv6-only clients to reach
IPv4 resources through translation, but it does not preserve the complete IPv4 topology while
services migrate. Cisco migration guidance treats dual stack as the cleanest operational
model when infrastructure supports both protocols, because it avoids translation side effects
and allows DNS and application behavior to determine which protocol is used.

300-420d, 300-420J dumps, ITbraindumps 300-420J
https://www.itbraindumps.com/300-420J_exam.html



https://www.itbraindumps.com/300-420J_exam.html

300-420J Exam questions, 300-420J Braindumps, 300-420J Real Exams

QUESTION NO: 27
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Answer: D

Explanation:

The fabric control plane in Cisco SD-Access creates and resolves endpoint-to-location
mappings. SD-Access separates endpoint identity from physical topology by using LISP in
the control plane. Endpoint addresses are treated as Endpoint Identifiers, and fabric node
locations are represented by Routing Locators. When an endpoint appears on a fabric edge
node, the edge registers that endpoint-to-edge binding with the control- plane node. When
another edge needs to send traffic to that endpoint, it queries the control plane to resolve the
current location and then uses the fabric data plane to encapsulate traffic toward the correct
destination.

Group-Based Access Control policy creation and enforcement involve Cisco ISE, security
group tags, and policy components rather than the basic mapping purpose of the fabric
control plane. BGP route reflection is not the SD-Access control-plane function, and
extending multiple subnets to one RLOC is not the main purpose. Reference topics: SD-
Access control plane, LISP, EID-to-RLOC mapping, endpoint registration, map resolution.
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Answer: D

Explanation:

Enabling EIGRP stub routing on the spokes decreases convergence time in a hub-and-spoke
design by reducing unnecessary queries and preventing spokes from being treated as transit
routers. EIGRP convergence can be delayed when a router loses a route and must query
many neighbors to determine whether an alternate path exists. In remote-site or spoke
designs, a spoke normally has no useful alternate path for networks beyond itself, so
querying it wastes time and can contribute to stuck-in-active conditions. Cisco EIGRP stub
routing allows the spoke to advertise only permitted route types and informs upstream routers
not to query the spoke for routes outside its scope. This creates a cleaner query boundary
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and accelerates convergence after link or route failures. Subsecond timers can detect
neighbor loss more quickly, but they do not address the broader EIGRP query behavior
shown in the design. Increasing hold or dead timers would slow detection, not improve
convergence. Therefore, in the displayed hub-and-spoke EIGRP design, enabling stub
routing on the spokes is the correct solution to decrease convergence time.

QUESTION NO: 29
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RTRIE2ZRLTIKEEV, IVOZT7HABEEATOBREAY V123V ERFLTVET
. BEFRIER D4t ZBINL . RIPVI
ZETITRDHLLVRYRND—VZLHOBRTFEORY N —VERETREZRELELE
o NIWTFRAV IR EEBBRAICL>TIL—FT12Y
W=THFRELBVRSICTRICRE. IVOZTRENDBRAFLEZERIZDIMLENf HYE
ERARS

A . EIGRP7OEATTCOERMI)ANDZFRRIPVITEBLLET L7141V IO RAZERTS
B.

EIGRPZAEADTTT VRNV RICBAVANZEMAL, RIPVITEBLETL 71V
VAZEETS

C.
RPVIZOEAOTTTIRNIY RICEBHVANEEREML, EIGRPEBTL 71V U R%E
BRI

D.RIPVIZOEZATTOEM I ANDZFRFEIGRPEETL 71V VAZERTS
Answer: C

Explanation:

The correct choice is to use a distribute list outbound under the RIP process to stop EIGRP-
learned prefixes from being advertised back into the RIP domain. In multipoint two-way
redistribution, the major risk is route feedback: a route learned from one protocol is
redistributed into another protocol and then reintroduced back into the original domain
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through another redistribution point. RIPv1 is especially limited because it is classful and has
no native route tagging, so filtering must be carefully placed when route tags are unavailable.
By filtering outbound advertisements under the RIP process, the design prevents routes that
originated in the EIGRP domain from being sent into RIP where they could be relearned
elsewhere and create loops or suboptimal paths. Inbound filtering on only one process does
not reliably stop feedback at all redistribution points. A stronger modern design would use
route tags with protocols that support them, but given the answer choices, outbound filtering
toward RIP is the appropriate loop-prevention method. Reference topics: route redistribution,
distribute lists, route feedback, RIPv1 limitations, EIGRP integration.

QUESTION NO: 30

ISZTFR. ISP IS VTR —LE REL TWARERFICIL—TFT127T

YD1—23a VRT3 X8ENHVET, COEDOEZFRE. CETF/NM1 AL PE

TINA ABTBGP #1735 _ETT, BGP DETEHYR—KNTBLEHIC, COER
ARIN ASNT 1YY AS ERBL IP

W7y NEREBLELE, IVIITFRENDYUI—T 3V ERBRTIBENHYETH
o

ACBERINTUYIIPHT XY NEISPICBAILET

*ISPIREFICT 7N IIL—bZBHLXT,

B.*BERNTUYIIPHT XY NEISPICBAILET
*ISPIFEEICBGPT— 7L Z2BHT S

C.*ISPEBEEONT VYV IPHTRY NETFIVALET,

*ISP I E0M%BE BGP T—7 L ZEEICEBALE T,

D. " BERISPICT7#)INIL—NZBHTS

*ISPREFICT7AIINIL—NZ2BALET

Answer: A

Explanation:

A single-homed enterprise that runs BGP with one ISP should advertise its assigned public
prefix to the ISP and receive a default route from the ISP. Because there is only one
upstream provider, the customer does not need the full Internet table to make path-selection
decisions; all Internet destinations exit the same provider path. Receiving only a default route
conserves memory and CPU on the CE router and simplifies operations.

The customer must still originate its public prefix toward the ISP so the provider can advertise
reachability to the Internet. The ISP should not be the originator of the customer-owned ARIN
prefix toward the customer; it may advertise that prefix to the Internet after receiving it from
the customer. Requesting the full BGP table or even a partial table adds unnecessary scale
for a single-homed site. Advertising a default route to the ISP is also wrong because the ISP
already owns upstream Internet reachability. Reference topics: single-homed BGP, CE-PE
peering, default route, public prefix advertisement, Internet edge design.

QUESTION NO: 31

ZYRND—=O I ZTF., IPT7RLRAR172.16.15.12/32 DIL—=T )NV &
AVB—TIARAZBRITDAVVTN2E B LET, 2HOEFIVFT 4
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FINAANDELGZRETIVLEN HYET,
CHEXZEBLETLEDIC, ZYND—OV I ZTFREOTO—R
AIRY NEFERATHIHRENHYYETH?

i
“letf-interfaces: interface™: |
“name”: "Loopback®®™,
“type”: “lana-il-typesoltware Loopback™,
“enabled™: true,
“hetf-lpipvd™: |
“addrena”: |
|
“lp™: "172.16.15.127,
“metmask”: "155 254 255 248"
!
|

.
“letf-ipcipve™: )

{
“Interface”: “ietf-loopback”™ |
"name”: "Loopback0”,
"enabled™: true,
Hﬂrmﬂ: Hb‘.‘ 2]
|
|

"ip": "172.16.15.12",
"netmask"”; "25%.255.255.255"
'
I

!
"address : “ipvé": {}
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{"hﬂ—[llﬂ‘lllﬂ-:illﬂ‘rlﬂ'": i
“name”: " Loopback(™,
“type™: “lana-if-typesoftwareLoopback™,
“enabled™: true,
“address_ipvd": |

:
"lp": "172.16.15.12",

“netmask”™: "155.255.255.255"
]
I
h
" address_ipve™: (null)

“letf-interfaces:interface™: |
“name”: "Loopback0d”,
“type”: “lana-if-type:softwareLoopback™,
“enabled”: true,
“address_ipv4™: |

|
"ip™: "172.16.15.12%,
“netmask™: "0.0.0.0"
J
|
I
" nddress_lpve": |}

A. X7 3azA

B.#7>3B

C.A7>3>cC

D. #723>D

Answer: A

Explanation:

The correct code snippet must use a secure HTTPS-based RESTCONF transaction with the
YANG JSON media type. The requirement explicitly states that the content type is
application/yang-data+json and that the connection to the network device must be secured.
In Cisco I0S XE programmability, RESTCONF uses HTTP methods against YANG-modeled
resources, and secure deployments use HTTPS rather than clear-text HTTP. A loopback
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interface with address 172.16.15.12/32 would be configured by sending a JSON payload that
follows the selected YANG model structure, commonly an IETF or Cisco native interface
model, with the correct content-type and authentication headers. The key security indicator in
the option must therefore be HTTPS/TLS, not an insecure HTTP URL or a non-YANG
content type. NETCONF over SSH would also be secure, but the stated content-type points
to RESTCONF with JSON encoding. Option A is the valid snippet because it aligns the
payload format with a secure transport. Reference topics: RESTCONF, YANG JSON
encoding, application/yang-data+json, HTTPS, I0S XE programmability.

QUESTION NO: 32

OAARMELLKBVWAO—RNT OV T ZAEICTR200IL—FT14> 77083 (20i#
RLUTLSEZL, )

A.EIGRP

B.IS-IS

C.BGP

D.OSPF

E.RIPng

Answer: A C

Explanation:

EIGRP and BGP are the two listed routing protocols that can support unequal-cost load
balancing in Cisco enterprise designs. EIGRP performs unequal-cost load sharing by using
the variance command. Feasible successor routes whose feasible distance falls within the
variance multiplier can be installed alongside the successor route, provided they satisfy
EIGRP loop-prevention rules. This allows traffic to use links with different composite metrics
while still maintaining loop-free forwarding. BGP can also support unequal-cost distribution in
specific designs, such as using BGP multipath features with additional bandwidth-based
mechanisms or policy to influence traffic sharing across nonidentical paths. OSPF and IS-IS
commonly support equal-cost multipath, but they do not natively perform EIGRP-style
unequal-cost load balancing based on different path metrics. RIPng is also limited by hop-
count behavior and is not used for unequal-cost multipath in this context. The correct design
answer is therefore EIGRP and BGP. In production, the engineer must still validate hardware
forwarding behavior, policy consistency, and whether the traffic-sharing method is per-flow or
per-prefix.

QUESTION NO: 33

T—FTOBME, EERXY NI IRBREEEIILHODTEZRTTILENBY XTI,
TORECK, ATORZEEIIHENHYET,

*IXNTORY ND)—IBBIEERADEEAN I R—TI-ANH2DITREHYKREBA
*INRXTOTFNAADINTDIPHISA 2 Z—TI—AILEEARETHILENHYKRT
S, YR—BNLTVBIXTOTFNSAATEATIZEN HYET
BERFEESNERREZBRINED ?

A. KVYMHY —/N—
B. 12/ R
C. &5

D.2—XFIHY—/N—
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Answer: B

Explanation:

In-band management is the correct design because the management plan must reach all IP-
enabled interfaces, and not every device has a dedicated management port. In-band
management uses the production IP network for administrative access, allowing
management stations to reach loopbacks, SVIs, routed interfaces, or front- panel interfaces
through normal routing. Cisco management guidance distinguishes in-band management
from out-of-band designs that depend on a separate physical management network or
console path. Because the question requires reachability to all IP-enabled interfaces, in-band
is the only listed model that naturally supports that scope. Security must still be enforced with
encrypted protocols where supported, such as SSH and HTTPS, plus ACLs, AAA, and
management-plane protection where appropriate. A terminal server provides console access,
not routed IP management to every interface. A KVM server is a server-management tool,
not a network-device management architecture. Out-of-band management is preferred for
isolation, but it does not fit devices without dedicated management access. Reference topics:
in-band management, secure management protocols, SSH, HTTPS, network management
design.

QUESTION NO: 34

IVOZTFR. =R Z—ROIIL—F—ICFXTOWANIL— KT RNZRAL XEhix
WESIZ, EIGRPERETIHBEN BN ET, EDLSBRAEZEITOINETLLSH?
ARRTN—2%2ZEERET—RICRELE T,

B.77#ILKNIL—PDOAKAEBHLET,

CO—ANILYTZYRNEBEHLET,

D. AZTN—REDHE—RTHRELET,

Answer: A

Explanation:

The action is to configure the EIGRP stub router in receive-only mode. Cisco EIGRP stub
routing limits which routes a router advertises to neighbors, reducing query scope and
improving stability in hub-and-spoke or WAN designs. The receive-only keyword is the most
restrictive stub option: the router receives routes from neighbors but does not advertise any
routes to them. That directly satisfies the requirement that WAN routes must not be
advertised to the routers in the data center. Advertising only a default route still advertises
routing information, so it does not meet the wording. Summarizing local subnets reduces the
number of routes, but it still advertises reachability. The "distributed mode" option is not the
correct EIGRP stub behavior for this requirement; redistributed stub mode would allow
redistributed routes to be advertised. Receive-only is therefore the precise design control for
stopping route advertisement from the stub router. Reference topics:

EIGRP stub routing, receive-only mode, query scoping, route advertisement control, WAN-to-
data-center design.

QUESTION NO: 35

Cisco SD-Access
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CDRATOEIRAT—2aAVRFEORSICHRATNETA?

A.NX70

B. XNFLFEE

c.X¥47o0

D. flEL 1=

Answer: A

Explanation:

Virtual networks in Cisco SD-Access provide macro segmentation. Macro segmentation
separates major user, device, or service groups into distinct virtual networks, each with its
own routing and forwarding context.

This is comparable to VRF-based separation in traditional enterprise designs. For example,
corporate users, guests, building systems, and loT devices can be placed into separate
virtual networks so their routing domains remain isolated unless controlled inter-VN
communication is explicitly provided. Microsegmentation is different; it is normally enforced
inside or across virtual networks using Security Group Tags and Security Group ACLs,
allowing policy decisions based on group identity rather than only IP subnets or VLANS. Inter-
VN describes communication between virtual networks, not the segmentation type itself.
Stretched segmentation is not the standard SD-Access term. Therefore, the separation
created by virtual networks is macro segmentation, while SGT-based policy provides finer-
grained microsegmentation. Reference topics:

Cisco SD-Access virtual networks, macro segmentation, VRF, SGT, microsegmentation,
policy enforcement.
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